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» W0 ~ together, the major \.

__—‘#,_———_'_’

prov1ders have developed a set of data security
standards and created a council for enforcing
them.

» In June 2005, American Express, DiscoverCard,
JCB, MasterCard and Visa founded the PCI
Security Council

» PCI council does not enforce the compliance.
Enforcement is left to specific credit card
companies
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system components: e.g. servers, POS terminal,

network and other applications.
» DSS can be divided in 3 broad categories:

- Collecting and Storing: Secure collection and
tamper-proof storage of data

- Reporting: Being able to prove compliance if
audited and present evidence about controls in
place

- Monitoring and alerting: Have systems in place to
help administrators constantly monitor access

and usage of data. A uImenor
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in most US states sl

» Minnesota recently implemented the
standard into law and several other states have
proposed that it become law.

» Credit card companies hold merchants
accountable for protecting stored consumer
data and securing the network

» Contractual penalties, including fines of up to
$500,000 per incident and revocation of

company's right to accept cred'ﬁﬁ}h enor
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» Articulate business r cquirements.
-

- Develop a risk assessment that helps

generate both security policy and control
frameworks.

» Design technology architecture, guidelines
and control standards, to help form policy
management and feedback processes.

» Integrating DSS with corporate security
standards ensure the secur Z/ controls are

rigorously enforced urmenor
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